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Abstract:

Brain-Computer Interface (BCI) technology establishes
a direct communication pathway between the human
brain and external devices, bypassing conventional
peripheral nerve and muscle outputs. This comprehensive
review delineates the fundamental architecture, core
computational algorithms, and burgeoning applications
of BCI systems within medical rehabilitation and
consumer electronics. It further critically examines
prevailing technical impediments, such as limitations in
signal fidelity, model generalizability across subjects,
and pressing ethical considerations regarding neural data
privacy and manipulation. Prospective development
trajectories, including hybrid system design, adaptive
algorithmic frameworks based on meta-learning, and
standardized governance models, are elaborated. The
analysis substantiates that BCI technology possesses
considerable potential to augment human functional
capabilities and quality of life, with its full maturation
contingent upon sustained interdisciplinary collaboration
among neuroscientists, engineers, ethicists, and clinical
practitioners. This review aims to provide a consolidated
reference for navigating the rapidly evolving BCI
landscape.
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1. Introduction

technology, this communication is becoming a reality
by recognizing signals from the central nervous sys-

The notion of communicating directly with devic-
es or brains via the human central nervous system
has long been the domain of science fiction stories.
However, with the continued advancement of BCI

tem and utilizing them to execute commands without
invoking participation of the peripheral neuromus-
cular system [1]. The field has its roots dating back
to the 1970s and has seen exponential growth in the



last decade due to advances in neurobiology, sensing, and
computational techniques. These three disciplines have
converged to rapidly push the field from the prototype
systems of the lab to systems with real-world applica-
tion. The field of research for BCI has investigated many
aspects of the technology. Early work focused on basic
signal acquisition and classification techniques for BCI,
such as implementing Common Spatial Pattern (CSP)
and Linear Discriminant Analysis (LDA) in motor imag-
ery protocols. In recent years, deep learning techniques
such as Convolutional Neural Networks (CNN) and Long
Short-Term Memory (LSTM) networks have been utilized
to deal with the high-dimensional and nonlinear nature of
Electroencephalography (EEG) signals, which results in a
significant improvement in decoding accuracy [2]. From
a technical standpoint, two main classes exist for BCI: in-
vasive or implantable BCIs such as ElectroCorticography
(ECoQ) and Utah arrays and non-invasive BCI mainly us-
ing scalp recorded EEG. The invasive methods have high-
er spatial resolution and much higher signal bandwidth at
the cost of potential mortality and long term compatibility
risks from surgical implantation. Non-invasive methods,
safer and easier to deploy, suffer from contaminating
signals, low spatial resolution, and sensitivity to environ-
mental artifacts and limited signal bandwidth [3]. Despite
the aforementioned progress, numerous challenges remain
persistent and pervasive in the current field of research.
The success of real-time interaction is hampered by lim-
ited accuracy and stability of signals recorded in complex
and dynamic real-world conditions. A variety of factors,
such as motion of the subject, and electromagnetic inter-
ference in the environment, introduce substantial amounts
of noise into the recorded EEG signals. There is also con-
siderable variability in EEG signals between and within
individuals, which hinders the development of universal
applicable calibration methods and leads to often lengthy
and subject-specific training procedures. Furthermore,
an international consensus has yet to be reached on the
ethical, policy, and governance issues introduced by these
technologies, such as privacy concerns regarding neural
data, potential for mind control by malicious parties, de-
vice safety in life-and-death applications, and the legal
and moral responsibility for the actions of a BCI user [4].
Without clear international regulations, the development
and deployment of these systems faces additional chal-
lenges.

Armed with these motivations, the current work aims to
provide a comprehensive assessment of the current state
of the art in BCI, to demarcate the relative advantages
and limitations of the predominant technical routes, and
to highlight key challenges and promising fronts for
cross-subject implementation. The analytical scheme un-
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folds along the following lines: first, an overview of the
basic concepts and methodologies underlying BCI, sec-
ond, a critique of representative healthcare and consumer
applications through case studies, and third, a suggestion
of feasible approaches to meet current technical and
ethical challenges of BCI, which may serve as a compre-
hensive resource guide for practitioners and researchers
working in this dynamically evolving domain.

2. Fundamental Components and Core
Algorithms

Essentially, a BCI system can be viewed as a closed loop
involving five sequential and interacting stages: signal
acquisition, preprocessing, feature extraction, pattern clas-
sification/decoding, and feedback execution. The primary
methodological focus is on applying machine learning
techniques to extract meaningful neural intent from back-
ground brain signals, which necessitates sophisticated
computational algorithms to accommodate the unique na-
ture and non-stationarity of neural data.
Decoding models are the “software” of the BCI which
output the practical utility of the BCI by giving classes of
intended user commands or state classes their extracted
features. There are two main types of models, which have
different advantages and use cases.
Traditional Machine Learning Models may be sufficient
and computationally efficient for use cases with lower-di-
mensional, manually engineered feature sets. One of the
first algorithms to achieve a motor imagery BCI landmark
is the Common Spatial Pattern method (CSP). CSP works
by learning spatial filters which maximize the variance of
signals from one class while minimizing variance from
the other [1]. The resulting variances of the spatially fil-
tered signals are highly discriminative features for the
next classification step.

w'Zw

max 1
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The resulting variances of the spatially filtered signals
serve as highly discriminative features for subsequent
classification [1]. Another popular model is the Linear
Discriminant Analysis (LDA) classifier, which is compu-
tationally efficient and finds an optimal projection direc-
tion by maximizing the ratio of between-class variance to
within-class variance. The decision function for a novel
feature vector x is given by:

f(x) =w'x+b(2)
where w is the weight vector and b is the bias term. Sup-

port Vector Machines (SVMs) are also commonly used
due to their ability to generalize well in high-dimensional
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spaces. Deep Learning Models have recently received
considerable attention due to their ability to lift the bottle-
neck of manually engineering useful hierarchical features
from raw or mildly pre-processed EEG signals end-to-
end, thus avoiding the pitfalls of manually engineered
features and the potential loss of information associated
with the feature extraction step. Convolutional Neural
Networks (CNN) are able to directly process multi-chan-
nel EEG data, typically represented as two-dimensional
images (time X channel) or three-dimensional tensors (time
x channel % frequency). CNN convolutional layers have
been autonomously extracted salient spatiotemporal-spec-
tral features. One lightweight architecture is EEGNet,
which has been shown to achieve high performance with
drastically fewer trainable parameters while simultaneous-
ly requiring minimal computational resources, making it
ideal for BCIs with computational constraints or limited
training data [2]. When the task requires modeling long-
range context and temporal dynamics, such as continuous
movement trajectories and fluctuating cognitive load,
Long Short-Term Memory (LSTM) networks and Gated
Recurrent Units (GRUs) are especially effective at mod-
eling long-term dynamics in sequential data, such as EEG
signals. Most recently, self-attention based Transformer
architectures have begun to be applied to the EEG decod-
ing task with success.

Most effectiveness and applied usefulness of these models
are evaluated by some metrics. Classification Accuracy
is a simple metric but Information Transfer Rate ( ITR in
units of bits/minute, which considers both classification
accuracy and the speed of command selection), is usually
the standard to evaluate the applied effectiveness of a BCI
system [1]. Kappa Coefficient is used to consider chance
agreement in classification. Typical applications for algo-
rithm development, benchmarking and validation include
internationally public available common datasets (e.g.,

BCI Competition series, PhysioNet) and data collected
by research institutions using commercial high-fidelity
EEG apparatus (e.g., NeuroScan, BrainProducts) or even
advanced implantable systems (e.g., Neuropixels, which
provide an order-of-magnitude improvement in resolution
over currently available invasive technology).

3. Application Analysis I: Medical Re-
habilitation

Medical RehabilitationRehabilitation is the most obvious
and valuable application area of BCI technology. It can
provide new treatment options for patients with severe
neurological damage. It has a significant impact on com-
munication for stroke and LIS patients or advanced ALS
patients after motor function recovery. The core idea is to
establish a closed-loop neural feedback training system,
allowing patients to drive external devices (such as robotic
exoskeletons, FES (functional electrical stimulators, vir-
tual reality avatars), etc.) through volitional imagination
activities, thereby promoting the use-dependent plasticity
and remodeling of their damaged neural pathways (through
the closed-loop feedback training mechanism, stimulating
the reorganization and remodeling of the brain) [3]. Its ba-
sic principle is that the brain has strong plasticity and can
undergo corresponding changes after specific stimulation
and practice.

One of its representative applications is the BCI rehabil-
itation system based on motor imagery in chronic stroke
patients [5-6]. The experimental process is shown in
Figure 1. The basic process is that patients imagine their
limb movements, the BCI system decodes their intentions,
and then controls the robotic actuator or FES (functional
electrical stimulators) to actually perform or assist in per-

forming the movement, and provides congruent sensory
feedback.
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Fig. 1 Schematic of the motor imagery-based BCI rehabilitation workflow and a comparison
of clinical outcomes between patient groups.

Its core contribution lies in that in a clinical trial of a
group of chronic stroke patients using a randomized
controlled design, the CSP method was used to extract
features and the LDA method was used to achieve classi-
fication, and then the subjects’ intentions for hand move-
ments were decoded from EEG signals. After the subjects
completed 12 weeks of BCI-robot rehabilitation training,
the functional recovery of the experimental group patients

was significantly better than that of the control group,
which received only traditional rehabilitation training,
with an average increase in Fugl-Meyer assessment scores
of more than 30%. Further, through neuroimaging tech-
nology, correlated reorganization of sensorimotor cortex
activation patterns was also observed in some subjects,
providing a physiological basis for their functional recov-
ery. The main results are shown in Table 1.

Table 1. Comparative analysis of Fugl-Meyer assessment scores pre- and post-rehabilitation

Intervention
Post-training fugl
Number of|Pre-training Fugl-Meyer- ostiralning g
Group . Meyer Improvement rate
patients Scor (Mean +—SD)
Score (Mean+ -SD)
fuglBCI-Experimental Group 15 28.5+—5.2 39.8+-6.1 39.6%
gonventional Rehabilitation Control 15 27 84— 4.9 33.24-5.5 19.4%
roup

This case has proven that BCI systems based on tradition-
al machine learning models, although the model itself is
simple, can still bring about large and meaningful ben-
efits, as long as the BCI can reliably decode meaningful
neural features. The key to success does not lie so much
in the decoding algorithm itself, but in the BCI’s tight
coupling with task-oriented and motivating rehabilitation
equipment (such as robots, FES, interactive virtual scenes,

etc.), which can provide intensive, positive, and repetitive
feedback, and thus effectively stimulate use-dependent
functional reorganization of the brain’s cortical networks.

Beyond motor recovery, BCI-based communication sys-
tems, usually based on P300 or SSVEP paradigms, can re-
store the most basic ability of a completely paralyzed per-
son to interact with the environment, allowing the person
to spell out words or control the environment through his/
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her own will, which can dramatically improve the quality
of life and self-care of the paralyzed patient.

4. Application Analysis II: Intelligent
Interaction and Consumer Electronics

Beyond the medical application focused on the above, the
non-invasive BCI is gradually extending to the consumer
market, aiming to achieve new types of passively used and
highly immersive human-computer interaction methods.
It is gradually being applied in fields such as gaming and
entertainment (controlling various game content through
the player’s state), neurofeedback for attention training
and mental health, monitoring the state of people in com-
panies (such as whether the driver is sleepy), control of
smart homes (controlling the environment through the
cognitive state of the user) and other applications. Compa-
nies like BrainUp Technology are developing portable and
aesthetically designed EEG headbands, representing the
trend of consumer form factors of products in this emerg-
ing market [7].

Consumer-grade BCI products usually use streamlined
machine learning models or simple and efficient deep
learning structure in order to achieve real-time computa-
tion capability on mobile phones or embedded consumer
electronics with limited computing power and battery.
The application range usually recognizes the overall state
of the user (such as concentration, relaxation state, depth
of meditation, specific intentional blink state, etc.), rather
than the discrete and precise command control required by
medical assistive technology. The value proposition of the
product is either to provide users with information about
their own cognitive state or to achieve hand-free interac-
tion in certain scenarios.

However, consumer-grade BCI faces a number of differ-
ent, often much more challenging issues that are much
less pronounced in medical or research settings under
controlled conditions. Signal quality is often much less
than what can be obtained in a clinical environment with
research grade equipment and experienced operator. And
particularly the challenges due to inter-individual variabil-
ity are much more pronounced in a mass market applica-
tion: a model that works well for some individuals may
work well for these individuals, but may not work at all
for individuals for whom it was not designed, for whom
the electrode-skin contact is poor, for whom conductive
gel is missing, or for whom ambient electromagnetic noise
is unpredictable may cause a catastrophic drop in signal
quality with highly variable performance and unreliable
model predictions.

In addition, the problem of inter-subject variability is

particularly pronounced in a mass-market application. A
model that works well for some individuals may work
well for these individuals, but may work poorly for in-
dividuals for whom it was not designed: for whom the
electrode-skin contact is poor, for whom conductive gel
is missing, or for whom ambient electromagnetic noise
is unpredictable. This may cause a catastrophic drop in
signal quality with highly variable performance and unre-
liable model predictions. To improve robustness and user
experience, high-end consumer-grade BCI systems are
increasingly employing machine learning strategies such
as incremental learning, online adaptive algorithms, or
user-initiated calibration routines. These technologies en-
able continuous refinement of model parameters on the fly
using incoming data from the user, thereby adapting to the
brain signal characteristics of the user in use. This ability
to adapt to and calibrate the individual user represents a
key enabling technology that must be overcome for suc-
cessful real-world deployment outside of the lab [8].

The need to operate outside the home sphere also drives
innovation in dry electrode technology and discreet form
factors to address issues of user comfort, social accept-
ability, and long-term wearability.

5. Limitations and Future Outlook

5.1 Limitations

The present study, and the BCI field broadly, continues to
grapple with several formidable challenges that currently
constrain its widespread adoption and reliability:

1. Persistent Technical Bottlenecks: The intrinsic physical
and physiological constraints of non-invasive BCIs con-
cerning poor signal-to-noise ratio, limited spatial resolu-
tion, and vulnerability to artifacts resist fundamental res-
olution. Signal quality remains the primary bottleneck for
robust non-invasive systems. Conversely, while invasive
BClIs offer superior signal quality, they face persistent and
significant issues regarding long-term biocompatibility,
structural stability of the neural tissue-electrode interface,
and signal consistency over months or years. For instance,
the foreign body response often leads to glial scar forma-
tion around implanted microelectrodes, which typically
results in progressive signal attenuation and eventual loss
of viable recording sites over time [3]. The development
of chronically stable, high-bandwidth neural interfaces
remains a major hurdle.

2. Algorithmic Generalizability and Calibration Bur-
den: Contemporary decoding models, particularly those
achieving high accuracy, often exhibit a heavy reliance on
extensive user-specific calibration data collected in con-
trolled sessions. Their capacity to maintain performance



across different recording sessions for the same user (in-
ter-session stability) and, more critically, across diverse
users (inter-subject generalizability) remains generally un-
satisfactory. This “calibration bottleneck” is a significant
barrier to plug-and-play BCI systems. The development
of robust, zero-shot or few-shot cross-subject adaptive
algorithms requiring minimal or no calibration stands as
one of the most pressing and actively pursued objectives
in contemporary BCI research [8].

3. Ethical, Security, and Societal Risks: Neural data, en-
compassing an individual’s intentions, emotional states,
and potentially private thoughts, arguably constitutes
the most intimate and sensitive form of personal priva-
cy. Globally, comprehensive and enforceable regulatory
frameworks governing its collection, secure encrypted
storage, permissible usage, and clear ownership rights are
still underdeveloped. The potential for malicious hacking,
unauthorized surveillance, or manipulation of neural sig-
nals presents unprecedented security threats and profound
ethical quandaries [4]. Furthermore, ensuring device
safety and reliability (e.g., preventing unintended false
triggers in critical applications) is paramount, particularly
for life-affecting applications such as wheelchair control
or motor neuroprosthetics. Broader societal questions
concerning cognitive enhancement, identity, and equitable
access to these technologies also demand urgent and in-
clusive public discourse.

5.2 Future Outlook

The continued evolution and integration of BCI technol-
ogy into society are anticipated to concentrate on several
interconnected key fronts, driven by interdisciplinary in-
novation:

1. Technological Integration and Material Innovation:
Future progress will likely hinge on synergistic advance-
ments. This encompasses the development of next-gen-
eration flexible, highly biocompatible, and minimally in-
flammatory implantable electrodes using novel materials
like graphene or polymer-based probes to enhance long-
term stability and signal yield. For non-invasive systems,
the exploration of hybrid Brain-Computer Interface (hBCI)
systems, merging complementary modalities such as EEG
with functional near-infrared spectroscopy (fNIRS)- which
provides hemodynamic information-or with eye-tracking,
can compensate for their respective weaknesses and pro-
vide a more robust multi-modal assessment of user state
[2, 8]. Simultaneously, the application of cutting-edge Al
paradigms such as transfer learning, meta-learning, and
few-shot learning is poised to make significant inroads
into addressing the pervasive model calibration and gen-
eralization hurdles, potentially enabling systems that can
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rapidly adapt to new users with minimal data.

2. Deepening and Expanding Application Scenarios: Tran-
scending the current primary focus on medical rehabilita-
tion and niche consumer applications, BCI harbors signif-
icant potential for integration into a wider array of sectors.
In aerospace and transportation, BCIs could be deployed
for monitoring pilot/driver cognitive states, vigilance, and
fatigue in real-time to enhance safety. In education, they
could facilitate real-time attention assessment and enable
personalized learning pathways adapted to the student’s
cognitive engagement level [9]. The field of neuromar-
keting might employ BClIs for more direct assessment of
consumer engagement and emotional responses. A long-
term aspiration for consumer BCI development involves
achieving seamless, intuitive, and nearly imperceptible
integration into daily interactions, perhaps through ad-
vanced hearable or wearable technologies.

3. Standardization, Ethical Governance, and Public En-
gagement: As BCI technologies mature, an urgent im-
perative exists to advance the establishment of globally
harmonized technical standards and ethical guidelines for
neural data security, privacy protection, and device safe-
ty. The formulation of multidisciplinary ethical review
frameworks and oversight committees, involving ethicists,
neuroscientists, engineers, and legal experts, is essential
to steer technology development along responsible and
socially beneficial trajectories. Moreover, enhancing pub-
lic scientific communication and fostering inclusive en-
gagement on the societal implications of BCI are critical
for building trust and fostering a well-informed societal
consensus regarding the acceptable development, deploy-
ment, and use of this potent and transformative technol-
ogy [4]. Proactive policy development is needed to keep
pace with technological change.

6. Conclusion

This review has provided a systematic analysis of the
present developmental status and application horizons
of brain-computer interface technology. The inquiry
confirms that BCI has evolved along distinct technolog-
ical pathways, primarily differentiated by the degree of
invasiveness, with its core intelligence embedded in the
sophisticated interpretation of neural signals using a spec-
trum of models spanning traditional machine learning to
contemporary deep learning architectures. Through the
implementation of closed-loop neural feedback systems,
BCT has substantiated its remarkable effectiveness in med-
ical rehabilitation, actively promoting functional recovery
and restoring communication capabilities, thereby offering
new hope for patients with severe neurological conditions.
Within the consumer sphere, it seeks to pioneer innovative
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forms of human-computer interaction, albeit its advance-
ment is presently tempered by significant obstacles related
to signal quality, hardware usability, and individual vari-
ability.

Although confronted by multifaceted challenges spanning
technical limitations, algorithmic generalizability, and
profound ethical safety concerns, the trajectory of BCI is
one of rapid innovation. Continued synergistic progress
across materials science, algorithmic innovation, neuro-
science, and ethical governance is poised to progressively
mature brain-computer interface technology, gradually
overcoming current barriers. This confluence of advance-
ments ultimately carries the potential to position BCI as a
transformative instrument not only for restoring lost func-
tion but also for augmenting human capacities, deepening
our understanding of the brain, and elevating the overall
quality of life in ways previously confined to the realm of
imagination. The journey from laboratory curiosity to im-
pactful real-world technology is well underway, demand-
ing a concerted and responsible effort from the global
research community and society at large.
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