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Abstract:

Automatic optical inspection (AOI) systems for drones
are increasingly becoming core tools for intelligent
operation and maintenance of industrial infrastructure.
However, their traditional implementation paradigms
face fundamental technical bottlenecks in communication
security, collaborative control, and harsh environment
perception. This paper aims to provide a systematic
review and analysis of research progress in enabling next-
generation UAV AOI systems through emerging quantum
technologies, including quantum communication, quantum
computing, and quantum sensing. The article first provides
a comprehensive overview of the unique potential and
current engineering challenges faced by technologies such
as quantum key distribution (QKD), quantum approximate
optimization algorithms (QAOA), and quantum imaging
in addressing the limitations of classical systems.
Furthermore, this analysis delved into the cutting-edge
concept of a “quantum-classical hybrid architecture” that
integrates quantum modules with mature classical systems,
analyzing its integration mechanisms and performance
gains across three dimensions: communication,
computation, and sensing. The review indicates that
while this fusion paradigm can theoretically significantly
enhance system security, optimize efficiency, and improve
robustness, its practical deployment remains constrained
by the environmental sensitivity of quantum devices, high
costs, and complex system integration. Finally, this paper
offers a forward-looking discussion on future development
directions in hardware miniaturization, algorithmic
collaboration frameworks, and standardization research
within this field, providing a framework for researchers
to comprehensively understand the opportunities and
challenges in this interdisciplinary domain.
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1. Introduction

Industrial automation keeps moving forward, and with it,
UAV-based automated optical inspection (AOI) systems
have become absolutely essential—not just helpful, but
necessary—across various sectors. These applications
include infrastructure assessment, industrial equipment
maintenance, and security monitoring. Why have they be-
come so popular? Well, it’s really about their unique flex-
ibility, solid operational efficiency, and when you crunch
the numbers, they’re just more cost-effective compared
to old-school manual inspection methods. It’s no wonder
they’re gradually replacing traditional approaches.

Here’s the thing, though: even with all this progress, cur-
rent UAV AOI systems built on classical technologies still
run into major technical limitations in real-world applica-
tions, especially when conditions get complicated. These
aren’t minor issues; they seriously hinder any meaningful
improvements in detection performance and reliability.

At the communication level, conventional wireless tech is
pretty vulnerable. Think about it—during data transmis-
sion, it’s open to electromagnetic interference and possi-
ble eavesdropping. Sure, today’s encryption offers some
protection, but how long will that last when quantum
computers become more powerful? Truth be told, this is
one area where current security just feels temporary [1].
Moving to control mechanisms—this is where things get
tricky. The distributed control algorithms are used for
coordinating multiple UAVs. They often fall short when
it comes to real-time responsiveness and achieving truly
optimal global solutions [2]. In highly dynamic environ-
ments where split-second decisions matter, they simply
don’t cut it. It’s frustrating, really—these systems can’t
keep up with the pace of operational demands.

And then there’s the sensor problem. Let’s be honest: tra-
ditional optical sensors struggle in bad weather (e.g. rain,
fog) or complex lighting situations. The drop in detection
accuracy isn’t just slightly significant, and this weakness
undermines the whole system’s effectiveness. Anyone
who’s worked in the field has probably faced this head-
ache.

Recent advances in quantum technology have opened new
pathways for addressing these challenges. In communica-
tions, Quantum Key Distribution (QKD) leverages funda-
mental quantum principles such as the no-cloning theorem
and uncertainty to provide theoretically unconditional se-
curity for key exchange, representing a fundamental solu-
tion to eavesdropping risks [3]. For computational optimi-
zation, quantum-classical hybrid algorithms, such as the
Quantum Approximate Optimization Algorithm (QAOA),
exhibit strong potential to surpass classical counterparts in
solving complex combinatorial optimization problems—

including multi-UAV path planning and task allocation. In
sensing, emerging quantum technologies such as quantum
radar and quantum imaging exploit phenomena like entan-
glement and coherent illumination to achieve substantial
gains in sensitivity and robustness against environmental
disturbances [4]. Nonetheless, current research remains
largely confined to theoretical or small-scale experimental
demonstrations of individual quantum technologies. A
systematic investigation into the integration of multiple
quantum enhancements into mature classical UAV AOI
systems is still lacking.

This paper aims to systematically evaluate the perfor-
mance boundaries of quantum and classical technologies
within UAV-based AOI systems and proposes a novel
“Quantum-Classical Hierarchical Collaborative Architec-
ture” designed to leverage the complementary strengths of
both paradigms. By developing a structured comparison
and fusion framework across system layers, this research
secks to narrow the gap between theoretical quantum
advances and practical engineering applications, thereby
contributing robust and scalable solutions for critical fields
such as industrial inspection and smart city infrastructure.

2. Related Research

2.1 Evolution and Limitations of Classical
Drone AOI Systems

Classical drone automatic optical inspection (AOI) sys-
tems have undergone remarkable development. They have
evolved from initial dependence on traditional image pro-
cessing-based visual sensing to breakthroughs in defect
recognition supported by deep learning. These systems
incorporate centralized and distributed control methods,
along with essential communication networks and data
processing workflows. However, classical systems en-
counter three fundamental constraints. First, traditional
communication encryption algorithms risk compromise
by future quantum computing capabilities [1]. Second,
real-time performance control remains inadequate, and
optimization poses extreme complexity, making dynamic
requirements difficult to meet. Third, conventional opti-
cal detection systems suffer from limited precision and
stability due to environmental interference susceptibility.
Addressing these issues, quantum technology is perceived
as a promising solution, but its application research in
various fields remains at an early stage.

2.2 Mobile Applications of Quantum Commu-
nication Technology

Quantum communication technology has progressed from
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theoretical research to global implementation, with multi-
ple research teams achieving significant accomplishments.
In 2016, Pan Jianwei’s team at the University of Science
and Technology of China launched the Micius satellite,
implementing the decoy-state BB84 protocol for satel-
lite-to-ground quantum key distribution. However, these
systems frequently face security issues due to side-chan-
nel attacks on light sources. Alexander Miller from the
National University of Singapore analyzed actual commu-
nication data between the Micius satellite and ground sta-
tions. He identified significant timing desynchronization
among the satellite’s eight laser diodes, exceeding 100 ps
with maximum time differences around 300 ps [5]. This
vulnerability enables eavesdroppers to theoretically dis-
tinguish between signal and decoy states with over 98.7%
accuracy. This could lead to photon-splitting attacks and
introduce potential eavesdropping risks throughout the
key distribution process [5]. These investigations demon-
strate practical progress in quantum communication
while revealing the gap between theoretical security and
engineering deployment. They emphasize that achieving
unconditional security requires overcoming physical hard-
ware vulnerabilities.

2.3 Potential and Challenges of Quantum Com-
puting in Path Planning

Currently, quantum computing in combinatorial optimiza-
tion predominantly utilizes hybrid frameworks for practi-
cal exploration [2]. Exemplifying this trend, Ruslan Shay-
dulin et al. demonstrated the potential of the Quantum
Approximate Optimization Algorithm (QAOA) to achieve
a scaling advantage over classical solvers on the classi-
cally intractable Low Autocorrelation Binary Sequences
(LABS) problem through extensive numerical simulations
[6]. This work provides key evidence that QAOA, as a
leading hybrid algorithm, can be a core component for
realizing quantum speedups in optimization, even though
the results were obtained from noiseless simulations.

2.4 Application Prospects of Quantum Sensing
in Defect Detection

In sensor detection, quantum-enhanced AOI employs
quantum technology to overcome traditional detection
limitations. It provides high precision and rapid response
capabilities, making it suitable for highly dynamic envi-
ronments. However, this technology currently faces prac-
tical challenges, including poor environmental adaptabil-
ity, high equipment costs, and complex data processing
requirements.

2.5 Summary of Research Gaps

In summary, current research remains fragmented, focus-
ing primarily on optimizing individual technologies or
localized applications. There is insufficient holistic per-
spective on cross-layer collaborative design integrating
communication, control, and sensing components with
classical systems. Most studies concentrate on optimizing
classical solutions or applying single quantum technolo-
gies. Specifically, the lack of quantum-classical hybrid ar-
chitecture for dynamic drone scenarios prevents adaptive
allocation of heterogeneous resources based on mission
requirements. Furthermore, the absence of unified perfor-
mance evaluation standards hampers quantifying the syn-
ergistic benefits of such collaborative efforts. Therefore,
this study attempts to develop an adaptive, evaluable,
integrated framework to enhance overall drone AOI per-
formance.

3. Core Technology Comparison Anal-
ysis

3.1 Communication Layer: Quantum vs. Clas-
sical Approaches

At the communication level, quantum communication’s
advantages in speed and security complement classical
communication’s strengths in stability and transmission
distance. Quantum communication, particularly QKD, de-
rives its security from quantum no-cloning theorem, pro-
viding unconditional security for quantum key distribution
immune to electromagnetic interference [3]. However,
its transmission distance is constrained by single-photon
detection efficiency and maintains relatively low transmis-
sion rates. In contrast, classical communication excels in
high transmission rates and broad coverage, suitable for
transmitting substantial inspection imagery and real-time
data. However, it is more susceptible to environmental
and spectrum interference, resulting in relatively lower
security. Therefore, in military or high-security civilian
applications, QKD can handle key and core command
transmission, while classical channels manage bulk data
transmission, achieving a balance between security and
efficiency.

3.2 Control Layer: Optimization and Collabo-
ration Strategies

At the control layer, quantum collaborative algorithms
such as QAOA utilize their parallel computing capabilities
to offer potential computational acceleration benefits in
solving global optimal path planning problems, particu-
larly excelling in offline, global collaborative optimization
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[6]. However, their current applications are constrained
by qubit count and electromagnetic interference. Classical
control algorithms (e.g., DRL) provide rapid response and
mature technology, making them suitable for real-time
local decision-making, but they commonly get trapped in
local optima [7]. The synergistic integration between the
two should be hierarchical: the quantum layer addresses
complex global task allocation problems, while the clas-
sical layer receives policies and executes high-frequency
real-time control and feedback. Simultaneously, a confi-
dence assessment mechanism dynamically selects optimal
strategies to ensure control reliability [8].

3.3 Detection Layer: Perception and Recogni-
tion Capabilities

At the detection layer, quantum-enhanced AOI leverages
quantum entanglement and squeezed states to significant-
ly enhance detector signal-to-noise ratio and sensitivity.
Compared to classical sensors, it demonstrates superior
anti-interference and recognition capabilities under ad-
verse weather such as fog and haze, or in extremely low-
light environments, making it suitable for precise recogni-
tion in highly dynamic settings [4]. However, it demands
stringent environmental conditions, features bulky equip-
ment, and requires further stability improvements [9].
Conventional AOI, utilizing mature deep learning and
multimodal sensor fusion approaches, offers stable detec-
tion, low-cost implementation, and ease of deployment
under normal conditions, making it highly suitable for
large-scale routine inspections and situational awareness.
Therefore, the system should demonstrate environmen-
tal adaptability, employing conventional sensors under
normal conditions while switching to or integrating quan-
tum-enhanced detection in harsh environments.

4. Feasibility Analysis of the Quan-
tum-Classical Fusion Architecture

4.1 Conceptual Design and Architectural
Framework

The quantum-classical hybrid architecture, grounded in
the core principle of “quantum empowerment with clas-
sical assurance,” aims to fully exploit the acceleration
and security potential of quantum technology for specific
tasks. Simultaneously, it relies on classical system matu-
rity and stability to build an efficient, reliable, and secure
next-generation information processing platform. This
architecture consists of three functional layers: the quan-
tum-enhanced layer executes tasks where quantum prop-
erties provide substantial advantages, such as quantum

cryptographic communication and quantum optimization
computing [10], Specifically for multi-UAV path plan-
ning, Shaydulin et al. have demonstrated that QAOA com-
bined with quantum minimum finding provides the best
empirical scaling of any algorithm for the LABS problem,
outperforming the best classical heuristic algorithms [6];
the classical assurance layer provides foundational system
support, real-time control, and backup redundancy; the
intelligent decision layer employs artificial intelligence
to dynamically schedule quantum and classical resources
and optimize fusion strategies in real-time, achieving sys-
tem-level balance between performance and robustness
[11].

The system workflow initiates with task input and re-
quirement analysis, including assessment of factors such
as security levels, real-time demands, and computational
scale. This is followed by resource allocation, then algo-
rithm selection based on task type (e.g., choosing purely
classical algorithms, quantum-classical hybrid algorithms,
or quantum algorithms). During the parallel processing
phase, quantum and classical computing units collaborate
according to assigned tasks. Outputs from multiple sourc-
es are integrated through result fusion mechanisms (e.g.,
weighted averaging, confidence filtering), and the final
outcome is generated through the decision output stage.
Throughout the process, channel quality, computational
complexity, and real-time requirements are critical factors
influencing system decisions.

4.2 Inter-Layer Fusion Mechanisms Review

4.2.1 Communication Layer Integration

At the communication layer, existing research has pro-
posed various methods for integrating quantum and
classical channels. For instance, wavelength division mul-
tiplexing (WDM) technology enables the parallel trans-
mission of quantum signals and classical optical signals
within the same channel, thereby significantly enhancing
channel utilization. In dense wavelength division multi-
plexing (DWDM) systems employing optimal wavelength
allocation strategies, the achievable secret key generation
rate for quantum key distribution (QKD) channels can
be enhanced by approximately 70%. Simultaneously, by
interleaving quantum and classical channels across the
wavelength spectrum, background noise introduced by
nonlinear effects such as Raman scattering can be effec-
tively reduced [12]. Channel transmission efficiency is
significantly affected by atmospheric turbulence. Experi-
mental data indicate that its average value typically ranges
between 0.4 and 0.5 but may abruptly drop to 0.2 under
conditions of strong turbulence [13]. This fluctuation is di-
rectly reflected in communication quality metrics—NGMI
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(Normalized Generalized Mutual Information) degrades
from 0.85 to 0.6 under strong turbulence, leading to re-
duced decoding performance. Regarding the core security
metric SKR (Secret Key Rate), stable optical paths enable
a key generation rate of 2.7 Mbit/s, whereas severe turbu-
lence reduces it to only around 100 kbit/s [12, 13].
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Figure 1 further quantifies the novel dynamic scheduling
mechanism’s effectiveness by displaying the SKR data
distribution, showing how the strategy achieves a 40%
reduction in SKR fluctuation during UAV field testing,
as detailed in the following paragraph [13]. The data
distribution pattern shown is consistent with real-world
measurements of entanglement-based quantum communi-
cation [14].
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Fig. 2 Fidelity at varying meteorological conditions at 1550 nm [14]

Figure 2 quantifies the performance trade-offs between
quantum drone networks and optical fiber systems under
varying environmental conditions by displaying fidelity
values across different meteorological scenarios [14].

To address such challenges, a study proposed a dynamic

scheduling mechanism: based on real-time state feedback
from the classical channel, the system automatically pri-
oritizes classical data transmission when channel trans-
mission efficiency falls below 0.3 during periods of strong
turbulence. During stable periods when channel transmis-
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sion efficiency exceeds 0.5, quantum key distribution is
performed in a centralized manner. This strategy achieved
a 40% reduction in SKR fluctuation during field testing
on unmanned aerial vehicle platforms while ensuring that
the throughput of conventional data transmission declined
by no more than 15%, providing critical technical support
for enhancing practicality in complex environments [3].
Additional signal isolation solutions include multi-layer
optical network switching nodes with fiber Bragg grat-
ings (FBGs), which effectively separate quantum signals
from classical ones while compensating for the time delay
issues of synchronization signals [15]. This separation im-
proves system reliability and increases the code rate.

4.2.2 Control Layer Integration

At the control layer, a dynamic arbitration mechanism
based on confidence assessment has been developed to ad-
dress coordination challenges between quantum optimiza-
tion and classical control algorithms [8]. By establishing
confidence thresholds for different algorithm outputs, this
method enables intelligent arbitration and fusion when
decision conflicts arise, significantly enhancing system
robustness and decision reliability in uncertain environ-
ments [7]. Previous research has established that hybrid

quantum-classical methods are effective for solving com-
binatorial optimization problems.

This thesis adopts a hybrid quantum-classical approach
for scheduling optimization, where a quantum anneal-
ing algorithm solves resource allocation problems on a
D-Wave quantum annealer, with classical algorithms used
for comparative validation [16, 17]. This hybrid approach
demonstrates the synergy between quantum computational
advantages and classical algorithm flexibility, establishing
a foundation for the aforementioned dynamic arbitration
mechanism [16].

4.2.3 Detection Layer Integration

At the detection layer, system perception capabilities in
adverse environments are enhanced through a dual-sensor
fusion and redundancy mechanism integrating quantum
radar with classical optical sensors. Quantum radar de-
livers high-sensitivity target detection, particularly ex-
celling in low-visibility conditions [4], while industrial
cameras provide high-resolution image detail. In case of
anomalous data from one sensor, the system automatically
switches to redundant sensor and initiates data recovery
processes.

Quantum
Fusion

= \ i
EL r"“' o i {i
i i

il

Fig. 3 Implementation of model with Quantum Fusion [9]

Figure 3 visually demonstrates the implementation archi-
tecture of the quantum fusion method, showcasing the
complete workflow from quantum-processed SAR data to
final classification output [9].

Subsequently, algorithms such as Bayesian filtering are
used to fuse multi-source information, significantly reduc-
ing false alarm and missed detection rates and improving
overall system reliability. Research indicates that radar
change detection methods based on quantum state mod-
eling can improve accuracy by 30%-40% in complex
scenarios compared to conventional coherent change
detection techniques. Furthermore, this method maintains
detection probability exceeding 95% in weak-signal en-

vironments (SNR of 10dB), significantly outperforming
the 65% probability of traditional methods [18]. Finally,
multi-source information fusion enabled by quantum
entanglement reduces false positive rates in target identi-
fication by approximately 60%, considerably increasing
detection reliability in complex environments.

4.3 Performance Evaluation Framework

To objectively assess quantum-classical hybrid archi-
tectures, it is necessary to establish a multidimensional,
quantifiable performance evaluation system [11]. The
system should encompass aspects such as communication
security level, control real-time performance, detection re-
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liability, and system robustness. Specifically, communica-
tion security can be evaluated through metrics such as key
distribution success rate, bit error rate, and secure capaci-
ty. Controlling real-time performance requires attention to
the end-to-end latency from perception to execution and
the execution precision. Detection reliability primarily en-
compasses false alarm rate and false negative rate, serving
to evaluate the accuracy of the perception subsystem in
complex environments [4]. System robustness measures a
system’s ability to maintain performance under abnormal
conditions such as channel disturbances, equipment fail-
ures, or resource fluctuations. Establishing unified evalu-
ation standards is crucial for advancing technology from
the laboratory to engineering applications.

5. Challenges and Future Outlook

5.1 Technical and Engineering Challenges

Integrating quantum technology into UAV platforms pres-
ents serious, multifaceted technical challenges that can’t
be ignored [1]. Let me outline the most pressing issues:
The primary challenge lies in the fragility of quantum
states, which are highly susceptible to environmental dis-
turbances. Vibrations, temperature fluctuations, and elec-
tromagnetic noise encountered during UAV flight can all
induce quantum decoherence, severely compromising the
performance of quantum computing, sensing, and commu-
nication systems [10, 12].

Secondly, dynamic operational environments impose
higher demands on system adaptability. Changes in UAV
attitude, atmospheric turbulence, and complex background
noise can interfere with optical alignment, increase QKD
error rates, and degrade imaging quality [13, 19].

Third major hurdle: quantum devices are generally bulky,
power-hungry, and expensive. This creates significant
conflicts with UAV payload constraints [20]. Let’s be real-
istic—UAVs have strict weight and power limitations, and
current quantum systems often exceed these significantly.
Miniaturization and integration represent genuine engi-
neering bottlenecks that researchers need to overcome.

On the algorithmic front, quantum-classical fusion lacks a
unified framework. Under resource constraints, error-cor-
recting mechanisms and hybrid collaborative algorithm
design remain largely exploratory, with inadequate task
decomposition and interface standards [6]. Many re-
searchers are working on these problems independently,
but without coordination, progress remains fragmented.

5.2 Non-Technical Considerations

Beyond technical constraints, practical deployment of
quantum drone systems faces numerous non-technical

challenges. Currently, cross-disciplinary research lacks
unified technical standards and regulatory support, includ-
ing airspace control regulations, quantum measurement
certification, and security assessment procedures [14, 15].
Its potential military applications may also trigger new
regulatory and ethical discussions. While quantum sens-
ing’s exceptional detection capabilities and QKD’s abso-
lute security enhance system performance, they also raise
potential privacy protection and data ethics concerns re-
quiring societal and legal consensus [5]. Additionally, the
economic viability of this technology requires attention.
High R&D and deployment costs, uncertain return cycles,
and full lifecycle maintenance expenses are crucial factors
affecting large-scale adoption.

5.3 Future Research Directions

Looking forward, quantum drone system development
should advance along four primary pathways: hardware,
algorithms, applications, and ecosystem. At the hardware
level, efforts should focus on developing quantum bit
systems robust against decoherence, such as topological
qubits and solid-state color center systems. Combining
chip-level integration with active intelligent compensation
technologies will enhance environmental robustness and
integration capabilities. At the algorithm and system level,
focus should be placed on constructing novel noise-adap-
tive quantum-classical hybrid algorithms and developing
unified scheduling and management frameworks for
heterogeneous computing resources to achieve efficient
coordination [7, 8]. For applications, pilot projects are
recommended in high-value scenarios where cost sensitiv-
ity is relatively low, but demand is urgent, such as military
reconnaissance, energy facility monitoring, and disaster
relief. These typical applications will drive technological
iteration and validation. Finally, proactive cross-disci-
plinary collaboration should be pursued to establish an
innovative ecosystem encompassing technical standards,
open-source platforms, and industry alliances, thereby
providing sustained support for long-term system devel-
opment.

6. Conclusion

This study systematically reviews the application pros-
pects, integrated architecture, and core challenges of quan-
tum technologies in overcoming the existing performance
bottlenecks of unmanned aerial vehicle (UAV) automatic
optical detection systems. Analysis indicates that quantum
key distribution, quantum optimization algorithms, and
quantum sensing technologies offer highly promising tech-
nical pathways for constructing next-generation high-reli-
ability UAV detection systems, addressing communication
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security, control efficiency, and perception accuracy re-
spectively. However, current research exhibits pronounced
fragmentation, with most efforts confined to laboratory
validation of individual technologies. Effectively integrat-
ing these quantum modules with classical UAV platforms,
communication networks, and data processing systems to
form an adaptive, highly robust “quantum-classical” col-
laborative framework is key to achieving their engineer-
ing application. This process faces multiple challenges at
the underlying hardware level (e.g., environmental deco-
herence of quantum states, device miniaturization), the
intermediate algorithmic level (e.g., unified scheduling of
hybrid frameworks), and the upper-level system level (e.g.,
lack of standards, cost-effectiveness). Future research
should focus on enabling cross-layer collaborative design,
developing integrated quantum hardware platforms resis-
tant to interference, and establishing unified performance
evaluation standards. Prioritizing pilot applications in spe-
cific scenarios with high security demands and high-value
returns will be a crucial step in advancing this technology
from theory to engineering practice. This review outlines
a clear development roadmap and research directions for
this emerging interdisciplinary field, aiming to provide
a solid theoretical foundation and planning guidance for
subsequent studies.
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