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Abstract:

The dissertation investigates the evolution and
repercussions of biometric technologies in current-day
China, primarily on privacy and human rights. Using
interviews and secondary literature review, it investigates
the extent to which facial, fingerprint, and iris recognition
have become more embedded in everyday life, government,
and commerce. While these technologies enhance access,
efficiency, and security in the daily lives of people, they
also pose a risk to privacy and the use of data for unethical
purposes. The dissertation compares Chinese privacy laws,
especially the Personal Information Protection Law (PIPL),
with laws in the EU, such as the GDPR, to show that
governmental laws and regulations provide little actionable
legal recourse. Finally, the dissertation makes the case for
stronger laws and a need for greater public awareness of
these increasing gaps in legal protection. The dissertation
frames the rapid expansion of biometric technologies in
its context and makes the case for a careful balance of the
advancement of technologies and the rights of citizens to
protect their privacy.
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1. Introduction

In recent years, there has been globally significant
growth and development in biometric technology and
its applications and usage. This growing investment
and application and biometric technology is happen-
ing not only in the private sector by companies and
businesses but also by the governments. In China to

a much greater extent than in other jurisdictions.

During the COVID pandemic and post COVID era,
biometric technologies, such as fingerprint recogni-
tion, facial recognition, and iris recognition usage
have accelerated at an alarming rate with limited
legal or regulatory oversight, and with limited regard
to human rights and the right to privacy. These bio-
metric technologies have been used extensively and
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are becoming increasingly embedded in Chinese society,
culture, and the economy.

The Rolling out of facial recognition, technology soft-
ware, and fingerprint ID during COVID-19 proceeded at
an unprecedented, rate Facilitating a very high level of
surveillance of Chinese people.

Advanced face-matching technology controlled by Artifi-
cial intelligence, for example, being part of the biometric
technology is so advanced now that it negates the use of
masks to hide identity. Thus, this has been used to sur-
veil people making anonymity in a public place virtually
impossible (Biometrics Institute, 2020). According to es-
timates, in 2023, after COVID, Shanghai had the highest
number of surveillance cameras among China’s cities;
with over 5,000 cameras per square mile. The city of
Shanghai was only preceded by Wuhan and Shenzhen re-
garding the density of CCTV cameras (Slotta, 2024).

The wide usage of surveillance cameras with Facial rec-
ognition, technology, and software in China has raised
people’s concerns about their privacy and safety. This is
also a live issue of discussion and debate in both Ameri-
ca and Europe. In the UK, for example, cases have been
brought before the courts to challenge the police use of
facial recognition in public places known as AFR - Auto-
matic facial recognition. The high court ruled in 2020 that
the application of AFR breached the right to privacy under
Article 8 of the European Convention on Human Rights
(Sabbagh, 2020). Moreover, companies are gathering peo-
ple’s information, thus raising new concerns about privacy
and “information leakage”.

It is important to put this Critical topic of the use of bio-
metric technologies into the context of how it is being
used in China and how it impacts upon human rights and
privacy.

In an increasingly digital world, biometric technology is
becoming present in more areas of society and economy
and implications of this technology for privacy are signif-
icant. In Europe, Article 8 of the European convention on
human rights and article 12 of The Universal declaration
of human rights both provide that privacy is a fundamen-
tal human, right. article 8 Defines privacy, as the right
to respect of a private life, home and correspondence. In
China, a lot of families also raise awareness on their pri-
vacy safety and considering how to protect their privacy
under biometric technologies’ wide use.

This dissertation aims to explore the relationship between
biometric technology, and privacy security. It seeks to
question the role of law in this relationship, such as reg-
ulating the usage of biometric technology to protect peo-
ple’s privacy and data security.

Additionally, this study will attempt to research the senti-
ment of contemporary society in China toward biometric
technologies, their usage in daily life. It will also explore
the need for regulation to protect people’s right to privacy
against this background.

2. Literature Review

2.1 The Use of Biometric Technologies in China
and abroad

Biometric technologies are based on biometrics character-
istics. Biometrics are automated methods of recognizing a
person based on a physiological or behavioral character-
istic (Vacca, 2007). Nowadays, these technologies have
become part of people’s lives with a wide range of appli-
cations shown in Table 1.

Table 1. Applications of three biometric technologies (Unar, et. al, 2014)

Biometric technology Applications

Fingerprint recognition

Border control, forensics, criminal identification, access control, computer
logins, e-commerce, welfare disbursements, missing children identification, id cards, passports, user
authentication on mobile devices, time and attendance monitoring systems

Facial recognition
surveillance, crowd monitoring

Border control, forensics, criminal identification, access control, computer
logins, e-commerce, welfare disbursements, missing children identification, id cards, passports, video

Iris recognition

Border control, criminal identification, access control, computer logins, ecommerce, welfare disburse-
ments, missing children identification, id-cards,
passports, time and attendance monitoring systems

A comparison of three main biometric recognition tech-

niques and their traits is presented in Table 2 below.
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Table 2. Comparison of selected biometric technologies, adapted from (Dass, 2013)

Biometric trait UVSL DSTC PRMN CLTB PRFM ACPT CRVN
Face H L M H L M H
Iris H H H M H L L
Fingerprint M H H M H M M

H, high; M, medium; L, low, respectively; UVSL, uni-
versality; DSTC, distinctiveness; PRMN, permanence;
CLTB, collectability; PRFM, performance; ACPT, accept-
ability; CRVN, circumvention

Facial recognition relies on the unique features of the
human face, which have high universality, relatively low
distinctiveness, medium permanence, high collectability,
respectively low performance, medium acceptability, and
high circumvention.

Iris recognition technology uses a video-based system that
locates the eye and Iris, evaluates the degree of occlusion
by eyelid and spectral reflection; determines the quality
of image focus; and determines the center and boundary
of the pupil and the limbus (outer edge of the iris) for
processing (Williams, 1996). The iris trait shows high uni-
versality, high distinctiveness, high permanence, medium
collectability, high performance, low acceptability than
the other two traits, and low circumvention.

Fingerprint recognition, widely used in various fields,
such as law enforcement and medicine, identifies people

through the uniqueness of their fingerprints. It shows me-
dium universality, high distinctiveness, high permanence,
medium collectability, high performance, medium accept-
ability, and medium circumvention.

During the COVID-19 pandemic, the need for people to
wear masks leading an increased use of biometric tech-
nologies in China. Additionally, biometric technologies
are globally used in login of smartphones. As shown in
Table 3, based on estimation, biometric technologies as a
tool for smartphone logins are implemented in the world
dramatically. There will be more than 1.3 billion devices
having the capability of facial recognition in the year 2024
and for the 90% percent estimation, it will grow over 50%
each year (Juniper Research, 2020). This increasing num-
ber directly shows the wide use of biometric technology
use in smartphones. Specifically, as of December 2023,
the adoption rate of mobile payment among mobile inter-
net users in China was over 87.3 percent, representing a
user base of 954 million (Slotta, 2024).

Table 3. Estimated number of phones with biometric technologies (Pascu, 2020)

Biometric technology

Estimated number of smartphones with it by 2024

Facial recognition

90% of the total smartphones

Fingerprint recognition

Over 4.6 billion smartphones

2.2 The Background of human rights

Human rights are rights inherent to all human beings,
regardless of race, sex, nationality, ethnicity, language,
religion, or any other status; Human rights include the
right to life and liberty, freedom from slavery and torture,
freedom of opinion and expression, the right to work and
education, and many more (United Nations). The right to
privacy as part of human rights is a key aspect not only in
China but also globally. A general definition of privacy is
the right to be let alone, free from interference or intrusion
(UCSD, 2024).

Tracing back the history, human’s understanding of pri-
vacy has changed and improved over time. In Epictetus’s
philosophy, he maintained that he had an “existence”, an
inner “thing” (OLL). Epictetus, a Greek Stoic philosopher,
believes that he has an inner feeling that is not subject to
external coercion. He splits a person into internal and ex-

ternal under the discussion on privacy.

Other scholars have mentioned the importance of public
view in defining privacy. Imagine participating in a big
activity with a group of people, such as joining the Na-
tional Association for the Advancement of Colored People
or performing an act of public worship in a church or syn-
agogue, a person may claim the right to be let alone when
he acts publicly as when he acts privately (KoivTz, 1966).
The essence here is the understanding of having own
choices to not be forced to participate in any activities.
China’s legislation (Article 1032 in Chapter IV of the
Civil Code of the People’s Republic of China) states that
privacy is the undisturbed private life of a natural person
and his private space, private activities, and private infor-
mation that he does not want to be known to others. At
present, there is no specific individual privacy protection
act in China. The contents of protecting people’s privacy
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are mainly included in the Constitution of the People’s
Republic of China and the Law of the People’s Republic
of China on Penalties for Administration of Public Securi-

ty.

2.3 The law protecting people’s right to privacy
under the wide use of biometric technologies

Before examining a specific area, it is necessary to clarify
the definition of law. Law is a rule, usually made up by
government, that is used to order the way in which society
behaves (Cambridge Dictionary, 2025).

In China, laws related to biometric technologies and peo-
ple’s privacy include the Personal Information Protection
Law of the People’s Republic of China (PIPL), the Civil
Code of the People’s Republic of China, and so on. The
following literature review will mainly focus on explain-
ing the PIPL.

Before introducing the PIPL, it is worth discussing the
Social Credit System (SCS) in China. China’s social cred-
it system refers to a diverse network of initiatives aimed
at enhancing the amount of ‘trust’ within Chinese society
(Donnelly, 2024). The Social Credit System mainly rates
people through many aspects, such as past aggression be-
havior record, credit in society, and so on.

The relationship between PIPL and SCS can be gener-
alized as the following. PIPL is a critical component in
the local and extraterritorial design of China’s model of
cross-border data access; SCS serves to internally consoli-
date data feeds and flows (Calzada, 2022).

Other countries in the world, for example, the United
Kingdom, also have laws protecting people’s right to
privacy under the fast development of biometric technol-
ogies. In the Human Rights Act, it is clearly stated that
people have the right to live their lives privately without
government interference (Equality and Human Rights,
2021).

Specifically, to protect people’s human rights under the
wide usage of biometric technologies, United Kingdom
has the General Data Protection Regulation (GDPR).
GDPR clarifies the definition of important terms, for ex-
ample personal data, principles relating to personal data,
and so on. GDPR shows that ‘personal data’ means any
information relating to an identified or identifiable natural
person (“data subject’) (GDPR, 2016).

Comparing the law about protecting the right to privacy
under the use of biometric technologies in China and the
United Kingdom, it is likely to find out that the UK has
more specific laws about biometric technologies. Especial-
ly when focusing on criminal law protection, it is likely
to find out the result. China’s criminal law has not written
citizens’ personal biometric information into criminal law

to provide strong protection.

3. Methodology

3.1 Overview

This dissertation focuses on two issues. First of all, the
potential harm of using biometric technologies and how
to supervise the use of these technologies. Second, how
could biometric technologies be regulated by law to better
protect people’s human rights? This article will continue
to analyze the advantages and disadvantages of fingerprint
recognition, facial recognition, and iris recognition and
feasible legislation combined with interviews results and
secondary research results.

3.2 Secondary research

The second-hand literature of this dissertation mainly
comes from Google Scholar, IEEE, and various research
report websites, for instance, Biometric Institute. At the
same time, the author has gotten some resources through
China’s news agencies, such as Guangzhou Daily.
Chinese legal provisions are from the official website or
scholars’ analysis. For the UK legal provisions are all ob-
tained from official websites, such as the GDPR website,
Equality and Human Rights website, and so on.

By searching keywords such as “biometric technologies”,
“facial recognition”, “iris recognition”, “fingerprint rec-
ognition”, and “legislation” in the database of academic
websites, the above secondary information was obtained.

3.3 Primary Research

This article adopts the method of interview, interviewing a
total of a 2 people from different regions of China. These
two people have different ages, identities, and experiences
of using biometric technologies. Both of the interviewees
have legislation-related background.

The first interviewee is an 11th grader, who is 17 years
old and studying in high school. The interviewee has the
pseudonym, Lucy. Lucy is interested in laws and has al-
ready participated in several Model United Nations con-
ferences related to laws. Moreover, Lucy had once con-
ducted research in natural law and planning to study law
when stepping into university.

The interview II is with an adult, who is 49 years old now.
This interviewee is given the pseudonym Jenny. Jennies
had graduated from university and majored in law. After
university, she had worked as a lawyer in China for 15
years.

A total of 10 questions were asked. These two different
age-group people can reveal part of Chinese people,



especially those who have expertise in law, and current
thoughts on the wide use of biometric technologies.
Therefore, their answers can be used as a basis for the
improvement in establishing the legislation supervision of
biometric technologies.

4. Results and analysis

4.1 Advantages of biometric technologies

4.1.1 Convenience of biometric technologies

Convenience is one of biometric recognition technology,
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which can be also called biometric technologies, biggest
advantage. Biometric technologies after installed on
smartphones have make time use more efficiently. Accord-
ing to Lucy, biometric technologies, such as fingerprint
recognition, iris recognition, and facial recognition, allow
her to pass the login process quickly.

The following table is a comparison of the traditional
common payment method in China with the newest facial
recognition as a method of payment. Using facial recog-
nition to finish payment only took 10-15 seconds which
is faster than QR-code scanning or Apple pay or Android

pay.

Table 4. Comparison between traditional method of payment and facial recognition payment (Liu, 2020).

Payment Methods Device Requirements

Software Requirements Time Cost

. A phone that supports facial
Apple Pay or Android Pay P " PP
recognition

Credit/debit card preset in Ap-

Within 15
ple Pay T 108

QR-code Scanning A smartphone with a camera

An Ali Pay/WeChat account

. 30s — Imin
and an associated bank account

Facial Recognition None (well, a face)

10— 15s

An Ali Pay/WeChat account
Py cod (For frequent users, it could be

and an associated bank account
less than 10 seconds)

Besides, when using biometric technologies in digital pay-
ment, according to Jennie, biometric technologies allow
her to quickly complete the payment online. With the in-
creasing popularity of mobile banking, facial recognition
technology can be used to verify a customer’s identity
before providing access to their account (Mishra & Dash,
2023). This level of convenience is particularly appealing
in retail environments, where quick and efficient trans-
actions are essential (Maskey, 2024). However, whether
this recognition method is used for surveillance purpose is
becoming a question. Moreover, what is the data used for
also is a significant privacy-related concern.

4.1.2 Effectiveness

Biometric technologies are effective. The biometrics sys-
tems are effective for human identification and authentica-
tion over various levels of implementation, such systems
are difficult to forge and can be made secure by combining
more than one biometric trait, that is multimodal biomet-
ric systems (Tiwari, et. al, 2015).

For example, in the financial and bank area, after the bio-
metric technologies are implemented, customers will save
more time. The new biometric authentication speeds up
access to accounts by some 70% faster than the traditional
mode of keying in the conventional 6-digit personal iden-
tification number (PIN) (Ho, 2015). With biometric tech-
nologies being implemented in the banking access system,

people’s time will be saved thus achieving the goal of
effectiveness. Besides, from an education perspective,
biometric technology is a necessary step to strengthen
authentication and monitoring in the context of distance
education (Arista, et. al, 2024).

4.1.3 Low cost

Most biometric technologies can be implemented at low
cost, such as fingerprint recognition and facial recogni-
tion. Facial recognition is eased to use and a low cost of
system implementation; fingerprint recognition with low
requirement in power lowers the cost of implementing this
technique (Alsaadi, 2015).

Biometric technology systems can be designed on their
own, for example, fingerprint recognition equipment. The
material used was VeroWhite, a rigid opaque photopoly-
mer from a manufacturer called Stratasys, and was printed
on a Stratasys Objet500, Connex3 3D printer; the cost of
the printed part was less than five dollars (Costa-Abreu &
Smith, 2017).

4.1.4 Security

Biometric technologies have fewer security concerns than
traditional methods when people need to pay, because of
people’s non-copyable and unique biometric traits. Indi-
viduals perceive fingerprint biometrics with less security
concern than credit card only or credit card + PIN pay-
ment authentication methods (Ogbanufe & Kim, 2017).
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Moreover, biometric technologies are more stable. The iris
is a protected internal organ whose texture is stable and
distinctive, even among identical twins (similar to finger-
prints), and extremely difficult to surgically spoof (Jain &
Kumar, 2012). Therefore, biometric technologies will be
more stable than traditional methods.

Biometric technologies can be implemented in govern-
ment system and help to achieve political equality. With
the help of biometric technology, it has become possible
for governments to minimize the occurrence of any fraud
during any transactions or through the elections (Alenizi
& Al-Karawi, 2022).

Moreover, using biometric technologies to identify crim-
inals easily. A study result shows that the majority of the
respondents agreed with the statement that the use of bio-
metric fingerprint technologies has decreased the number
of illegal entries for expellees who tried to re-enter the
country to a high extent (mean=4.07) (Tangai, et.al, 2019).
Using biometric technologies for identifying criminals is
useful, but it raises another question that is using biomet-
ric technologies in law-enforcement process means that
criminals can be tracked and monitored. This is another
biometric related problem under the safety, as a benefit,
biometric technologies that worth discussing in the soci-
ety.

4.2 Disadvantages bring by using biometric
technologies

4.2.1 Reliability

Biometric technologies by capturing the biometric charac-
teristics of a person may make false judgments. There is
a real example of facial recognition, as a type of identifi-
cation powered by biometric technologies, failing to dis-
tinguish from identical twins. The machine using WeChat
payment identifies the elder brother as the younger brother
and deducts the younger brother’s money. Wrong identi-
fication of similar people in society by facial recognition
technology may create loss to people. Facial recognition
systems being a typical type of technology have this prob-
lem, even though they may be trained and tested on thou-
sands or even millions of faces (Metz, 2019).

In the case of reliability, if the technologies are protecting
privacy properly, the reliability of this biometric tech-
nology will increase. Moreover, it is essential to avoid
collecting too much data or use the personal information
contained and collected for the use of biometric technolo-
gies improperly.

4.2.2 Privacy Leakage

Access to the database, which did not require a password,
was shut down after an anonymous user advertised more

than 23 terabytes (TB) of data for sale for 10 bitcoin —
roughly $200,000 (Xiong, et. al, 2022). Approximately 1
billion people’s data collected by the Shanghai police are
stored in this database. The trove of data contains names,
phone numbers, government ID numbers, and police
reports (Newman, 2022). This event has raised severe
concerns on the privacy safety and how to prevent infor-
mation from privacy leakage.

In China, since biometric technologies have been wide-
ly used, almost every person’s biometric data is being
collected, and some people will use other’s information
illegally. In the past few years, selling and buying illegal
identity cards in China have been happening. Five men
in Guangzhou, China had bought related technology
support online and then mastered the skills of changing
a person’s personal photo to a live video Al technology
(Zhang, 2024). Even though, this case seems to be mainly
related to the illegal use of Al technology, it still includes
misuse of biometric technologies which is where the man
got a different picture from a different person. Before the
five offenders in the case started to use Al technology to
create live videos, they needed to have different people’s
face photos, which are being provided by an intermediary
agency. The intermediary agency acts like an information
transfer center by receiving the Al mimic photos from
individuals and then sending the new videos to companies
to change the information in other apps by using these
new Al-generated photos to pass the facial recognition
system. The distinct process of embezzling others’ infor-
mation to create illegal profits leads people to question
are their privacy is being protected. Governments and
companies should increase supervision of the protection
of biometric technologies related to personal information.
People should also raise their awareness when giving a
company consent to use their personal biometric traits.

4.3 Misuse and the ethics of using biometric
technologies

As analyzed above, biometric technologies have brought
several advantages along with several disadvantages as
well.

Facial recognition is useful in identifying people’s face.
However, when raising people’s attention to obey traffic
regulations, facial recognition is being misused. The street
establishes a LED screen and people who working pass by
will be recorded and their face will show on this screen.
Even though the purpose of this action is positive, it has
unintentionally harmed people’s privacy.

Facebook CEO Mark Zuckerberg admitting that Face-
book’s real goal was to manipulate and exploit its users
(Washington Post, 2019). Biometric technologies have



been misused by these companies. This raises severe con-
cerns about privacy leakage and the question of the ethics
of using biometric technologies.

4.4 Biometric technologies during COVID-19

During the COVID-19 period in China, the use of biomet-
ric technologies in real life have increased dramatically.
Surveillance cameras, the requirement of holding the
QR code to show that you are healthy, and several other
events that related in using biometric technologies.

On a grand scale, it (fever and temperature detection) is
being delivered through CCTV infrastructure, surveillance
cameras, infrared systems, and security checkpoints used
in transportation and border control (Carlaw, 2020). When
using these cameras and several biometric systems for de-
tecting fever and temperature, harms people’s right to pri-
vacy. By using these systems, people lose the opportunity
to be “let alone”.

Moreover, during the COVID era, it is also important
to supervise the heartbeat rate. Some electrocardiogram
(ECG) patches, such as iRhythm, and ZioXT, have
demonstrated an improved ability to detect hidden ar-
rhythmias compared with Holter monitors (Manta, et. al,
2020). Health data are an important part of maintaining
people’s privacy. However, in COVID as the above exam-
ple mentioned, real-time transport of the data to the hospi-
tal will harm people’s right to privacy, because when they
want to hide part of the data being collected by these ECG
patches, they will lose the opportunity to do so.
Customers are already using the facial recognition soft-
ware Alipay to pay at Kentucky Fried Chicken (KFC)
restaurants in China and Russia (Liébana-Cabanillas, F,
2022). People are becoming used to the use of biomet-
ric technologies in the business scenario. However, it is
essential for companies to follow the principle of least
authority (PoLA) or the principle of least privilege (PoLP).
This principle means that any user, program, or process
should have only the bare minimum privileges necessary
to perform its function (Digital Guardian, 2023). It is
essential to regulatory legislation for information proces-
sors. When the privilege of the information collection is at
the lowest level, the risk for the information owner will be
at the lowest level as well.

4.5 The relationship between law and privacy

Professor Guo Bin and his family refused to update their
fingerprint recognition to facial recognition for Hangzhou
Safari Park, which is a new requirement after they regis-
tered for the annual pass (Du & Liu, 2021). This example
supports that the wide usage of biometric technologies
is indeed affecting people’s privacy. Based on the inter-
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views, both participants agree that the law should protect
people’s privacy. However, it is surprising that both of
them believe that with the trend of developing biometric
technologies in Chinese society, their right to privacy may
need to be given up. The right to privacy is essential to
people in the world. They are clarified as the basic right
for protecting us to live in this world. To help people
establish an understanding of the right to privacy under
the legislation system, the author suggests the following
method.

First, a clearer definition of the term privacy in all laws.
China in 1986 promulgated General Principles of the Civ-
il Law of the People’s Republic of China (GCPL). Under
the GPCL, privacy is not recognized as an independent
right (Ong, 2011). Having a clearer definition that can be
applied to most situations is essential and will help people
to understand what the regulations are, assist lawyers to
clarify their actions, and help judges to make their final
decisions.

Moreover, since the lack of one specific law to protect
people’s right to privacy or human rights. As above lit-
erature review mentioned, China now haven’t had a law
focused on the protection of people’s human rights. This
may cause Chinese people lack knowledge of how to
protect their human rights, which include right to priva-
cy. Moreover, when judges need to make decisions, they
don’t have the legal basis to make verdict.

On the other hand, a clear calculation method of how
much fine should be charged in each case to increase
people’s awareness will help to raise people’s awareness.
If someone infringes upon another’s privacy or other per-
sonality interests, and the aggrieved party, taking tort as
the cause to get compensation for spiritual damage, brings
a suit to a People’s Court, the People’s Court shall accept
it according to law (Huai, 2005). Currently, legislation
about people’s right to privacy in China doesn’t provide a
specific measure of indemnity. Principles as grounds for
interpreting laws (Raz, 1971). This causes trouble to peo-
ple whose privacy is being violated since the lawyer will
argue again and again for compensation and use a lot of
time, energy, and money.

4.6 Suggestions on using biometric technologies

When using biometric technologies, especially in the fi-
nancial and education fields, ensuring the protection of
people’s personal data is crucial. Companies should not
require or force customers or participants to use their new
biometric-related products. Forcing people to agree to the
use of biometric technologies’ products and treatment vio-
lates people’s right to privacy. Instead, companies should
provide as much information as possible to help people
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make informed decisions about whether to use biomet-
ric-related products.

The expanding use of biometric facial recognition da-
tabases and systems must be clearly and demonstrably
justified in terms of efficiency and effectiveness for spe-
cific security and/or safety purposes, rather than simply
appealing to general community security or safety (Smith
& Miller, 2021). This approach helps protect people’s pri-
vacy. Moreover, when new technologies emerge, they of-
ten lack the information needed for further development.
Therefore, it is important to clearly define the purpose of
the technology at this stage (Ceyhan, 2002). When people
know the purpose of using certain biometric technologies,
they can better monitor the use of these techniques and
safeguard their personal information.

To alleviate users’ concerns about privacy safety, com-
panies need to enhance supervision. They can use tem-
plate protection methods, which are permitted to perform
identity comparisons using protected representations of
biometric templates. These methods can be classified into
three categories: cancelable biometrics and cryptographi-
cally secure methods (Labati et al., 2012). These methods
can improve the security level of a technology by active-
ly comparing different human characteristics. However,
there are two opposing views on how to address this issue.
Some people believe that it is better not to upload any per-
sonal information to technology to protect privacy. On the
other hand, some think that producers can collaborate with
companies from different fields and government agencies
to update information regularly. However, this may lead
to more privacy exposure to companies and generally in-
crease the risk of privacy leakage.

5. Evaluation

This research successfully analyzes the how biometric
technologies affecting people’s privacy in contemporary
Chinese society. In this dissertation, the author mainly
includes three types of biometric technologies, which are
facial recognition, iris recognition, and fingerprint recog-
nition.

Based on both primary and secondary research result,
the author finds that biometric technologies, for example
facial recognition, can bring benefits such as faster dig-
ital payment and login process is also dangerous when
they are being used for surveillance. Before using facial
recognition, it is essential for collecting consent from
users. However, relying on consent as the legal basis can
be challenging in situations where live facial recognition
cameras are used to capture images of significant numbers
of people as they pass through public places such as shop-
ping centers or transport interchanges (Harwood, 2024).

Moreover, the occurrence of biometric technologies is
affecting Chinese SCS. China has also partnered with the
private sector to integrate facial recognition and machine
learning technologies with the SCS (Iftimie, et. al, 2020).
The use of biometric technologies in the legislation relat-
ed system also raises new problems and challenges in how
to regulate these technologies.

6. Conclusion

When Alphonse Bertillon and other French police officers
developed the anthropometry system, the development of
biometric technologies began. Today, biometric technol-
ogies present in almost every field of our life, business,
legislation, and so on. The development of biometric
technologies in China is unstoppable and the use of it is
inevitable.

Living in this background of time, it is essential for us
to notice that biometric technologies aren’t perfect. Our
privacy as a main concern related to the use of biometric
technologies is being largely affected. How could people
protect our privacy? How do people have our right to pri-
vacy? The answer might be people still need to perfect the
technologies and guide the development of these technol-
ogies.

Regulation is a relatively new term and phenomenon that
is being raised up currently in Chinese society. There is
a long journey for us to completely take control of the
development. The legislation system needs to be revised
to fit the current situation. The awareness of the biometric
technologies’ development needs to be raised. The under-
standing of the importance of privacy needs to be raised
as well. A lot of things are waiting and needing for perfec-
tion.

As the legal system and technology develop with time,
more people should practice and participate in protecting
their own rights of privacy and make informed decisions
when giving consent to use different biometric technolo-
gies.

In conclusion, biometric technologies are affecting peo-
ple’s privacy by bringing both advantages and disadvan-
tages to people in contemporary Chinese society.
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